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Intelligent technologies represent a remarkable transformation for smart cities. Such technologies have enhanced
the quality and performance of urban and sub-urban services, including transport, energy, healthcare and traffic. With
today’s advancements in Artificial Intelligence (AI), user-specific service availability and delivery has been made
readily available at reduced costs. As smart cities continue to deploy such intelligent and learning technologies to
improve the performance and diversity of smart city services, one of the main issues that prevails is efficient and reliable
security and privacy towards both the infrastructure and users. The hype surrounding 5G and AI is already forcing
companies to quickly upgrade their current solutions, tools, and technology to accommodate massive data volumes.
However, the large-scale deployment of 5G, Cloud, Fog and Mobile Edge Computing (MEC) will bring new challenges;
security and privacy are some examples.
AI and machine learning provide a mechanism to automate the creation of analytical models in order to enable
algorithms to learn continuously. This is achieved with the aid of the ever-growing smart city data. Continuously
evolving successful models and solutions reduces the need for human involvement and interaction. These evolved
models can be used to produce reliable and repeatable decisions autonomously. Such models are now being used in
intelligent and autonomously-run smart vehicles. The advent of such new learning solutions leads to more security,
privacy and cryptographic challenges.
This special issue intends to explore and address the important issues and challenges related to the security and
privacy for intelligent and learning technologies. The objective is to explore the potentials of machine learning and big
data analytics to provide advanced solutions for integration within the smart city architecture. We believe that machine
learning and big data analytics will play a vital role in providing enhanced security for intelligent autonomous smart
city solutions and enables organizations to make crucial changes to their security landscape. Topics of interest include
all aspects of artificial intelligence, machine learning, reinforcement learning and data analytics aiming at enabling and
enhancing next generation networks security, as follows:
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Security and privacy architectures for smart cities.
Machine learning and big data analytics architectures for smart city security and privacy.
Data confidentiality and privacy in smart cities.
Using fog and MEC architectures to provide secure and reliable communication.
Providing secure and reliable Next Generation Networks.
Block chain solutions for next generation security and privacy.
Machine learning based security detecting protocols.
Secure fog, edge and cloud solutions.
Intrusion detection and prevention using intelligent and learning techniques
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